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How the notion of “hybrid threat” is reshaping security. 
The case of migration and disinformation within the EU 
and its implications for the rule of law and democracy

This article examines the emergence of the concept of “hybrid threats” in EU security policy, and its implications for 
fundamental principles of the rule of law and democracy. It discusses these dynamics by focusing on two exemplary 
phenomena that have been framed as “hybrid threats”: migration and disinformation. The article’s main argument 
is that characterising these phenomena as “hybrid threats” leads to an increased intertwining of civil and military, 
internal and external dimensions of security, resulting in a “hybridisation” of security policies. Ultimately, this 
shifts the emphasis of securitisation towards the extreme pole of “existential threats”. This places significant pres-
sure on the fundamental principles of the rule of law, such as respect for fundamental rights and judicial control 
over executive powers, and also undermines democratic participation and the integrity of public discourse.
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“Minacce ibride” e ridefinizione della sicurezza. Le misure Ue nel campo della migrazione e 
della disinformazione e le implicazioni per lo Stato di diritto e la democrazia

L’articolo esamina l’emergere del concetto di “minacce ibride” nelle politiche di sicurezza dell’Ue e le sue impli-
cazioni per i principi fondamentali dello Stato di diritto e della democrazia. Il saggio analizza queste dinamiche 
concentrandosi su due esempi emblematici di fenomeni che sono stati progressivamente e sempre più decisamente 
caratterizzati come “minacce ibride”: la migrazione e la disinformazione. L’argomento principale dell’articolo è che 
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tare, interna ed esterna della sicurezza, con conseguente “ibridazione” delle politiche di sicurezza. In ultima analisi, 
tale processo sposta l’accento delle misure di sicurezza verso il polo estremo della risposta a “minacce esistenziali”. 
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Summary:� 1. Introduction. – 2. Three phases of European internal security: institutionalisation. – 
algorithmisation – hybridisation. – 3. The current process of hybridisation of European Security. 
– 3.1. Key concepts: Security Union, collective security and hybrid threats. – 3.2. Two exemplary 
hybrid threats: the “instrumentalisation of migration” and disinformation campaigns. – 3.3. The 
parallel processes of securitisation and hybridisation in the fields of migration and disinformation. – 
4. Implications for the rule of law and democracy. – 5. Conclusion.

1. This article’s topic was first presented at the conference “Decision-Making in the Age of Emergencies: Challeng-
es and Future Perspectives”, held at Bocconi University in Milan in April 2025. I would like to thank Arianna 
Vedaschi and Lidia Bonifati for their kind invitation and all the participants for their valuable feedback and in-
spiring discussions. I would also like to thank my colleagues at the Max Planck Institute for the Study of Crime, 
Security and Law in Freiburg, where I presented an earlier version of the article, as well as the participants of 
the Centre for Security and Society’s workshop on hybrid threats at Freiburg University in July 2025 for the 
insightful discussions on the topic.

1. Introduction 

This article1 explores the current dynamics within 
the field of European common security politics, 
arguing that there is an ongoing strong tendency 
towards the progressive hybridisation of internal 
and civil security with military and external secu-
rity. This process is driven by an increasing framing 
of phenomena such as cyberattacks, migration and 
disinformation as “hybrid threats”.

The article analyses in particular recent 
measures taken at the EU level to deal with two 
prototypical phenomena framed as “hybrid 
threats”, namely the so-called “instrumentalisation 
of migration” and disinformation campaigns. It 
observes that EU measures adopted in response 
to these phenomena have coalesced around two 
key actors: the European Border and Coast Guard 

Agency (EBCG), commonly known as Frontex, 
and the European External Action Service (EEAS). 
In both cases, there has been increased entangle-
ment of the internal and civil security dimensions 
with the external and military dimensions. This is 
exemplified by Frontex’s strengthened cooperation 
with military actors such as the North Atlantic 
Treaty Organisation (NATO) and the allocation of 
critical tasks to the EEAS, the agency responsible 
for the EU’s common external policies. 

The article further considers how this shift 
imposes significant strain on fundamental prin-
ciples of the rule of law and democracy. On the 
one hand, pre-existing deficiencies such as the 
lack of parliamentary oversight and judicial con-
trol over Frontex’s actions are exacerbated by the 
growing “exceptionalism” that stems from framing 
migration as a hybrid threat. On the other hand, 
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treating disinformation as an existential threat to 
be addressed using military methods and logic 
is contrary to the concept of a democratic public 
sphere, which, as Hannah Arendt points out, is 
nourished by the exchange of differing opinions 
rather than the pursuit of truth.

The article proceeds as follows. Section 2 pro-
vides an overview of the historical development of 
a common European internal security policy area, 
identifying three phases of institutionalisation, 
algorithmisation, and hybridisation. Section 3 fo-
cuses on the ongoing third phase (hybridisation) 
and explores the measures taken to counteract two 
exemplary phenomena framed as “hybrid threats”: 
migration and disinformation. Section 4 discusses 
the implications of the hybridisation of EU se-
curity for the rule of law and democracy. Finally, 
Section 5 concludes by summarizing the article’s 
main arguments. 

2. Three phases of European internal 
security: institutionalisation – 
algorithmisation – hybridisation 

The first nucleus of today’s European Union (EU) — 
the European Coal and Steel Community (ECSC) 

— was established in the aftermath of the Second 
World War, driven by the motivation to place the 
raw materials essential for waging war under the 
control of the Community. This was intended to 
discourage European states from resorting to war 
against each other again. Since the very beginning 
of the European integration process, therefore, a 
connection to security has been present. However, 
attempts to create a common defence policy 
were quickly abandoned in favour of transferring 
defence and military cooperation competences 
to NATO2. Consequently, when the Treaty of 
Rome, which established the European Economic 
Community (EEC), was signed in 1957, it focused 
solely on economic integration and made no pro-
vision for security cooperation, either internal or 
external.

However, as early as the 1970s, EEC Member 
States had already begun informal cooperation in 
matters of security. From 1976 until 1993, the inte-
rior and justice ministers of each state met twice a 

2. Holzhacker–Luif 2014.
3. Ibidem; Monar 2001.
4. Peers 2017.

year at TREVI (Terrorisme, Radicalisme et Violence 
Internationale) group meetings to discuss organ-
ised crime, terrorism, police cooperation and 
migration3. An important milestone in the formal-
isation of security cooperation in Europe was the 
signing of the Schengen treaties in 1985 and 1990. 
After the European Commission’s proposal to 
abolish controls at European internal borders was 
rejected by some Member States, a smaller group of 
states decided to sign international treaties outside 
the European Community’s framework, intending 
to act as a catalyst for accession by further states. 
As the abolition of border controls between the 
signatory states was perceived by relevant actors 
as reducing security, “compensatory” measures to 
strengthen police and judicial cooperation, as well 
as the first European database — the Schengen 
Information System (SIS) — were introduced4. 

This first phase of European security integration 
culminated in the 1992 Treaty of Maastricht and 
the 1997 Treaty of Amsterdam, which incorporated 
the previously informal or intergovernmental co-
operation — including the Schengen acquis — into 
the institutional framework of the EU and formal-
ly established the “Area of Freedom, Security and 
Justice” (AFSJ) as an EU policy area.

During this initial phase of European secu-
rity integration, internal security was primarily 
presented as a necessary measure to support the 
implementation of the common market, particu-
larly the four freedoms of movement of goods, 
services, capital and people. Security cooperation 
among Member States was officially regarded pri-
marily in terms of “flanking measures” to achieve 
market integration and address the challenges 
arising from it. There were also strategic reasons 
for this: as the core competences transferred to 
European institutions were of economic nature, 
the connection to the realisation of the common 
market was central to avoiding criticism of the 
ECC and later EU institutions for acting ultra vires. 

The most significant feature of this initial phase 
was the progressive institutionalisation of security 
cooperation. Practices originating from informal 
cooperation, such as the TREVI meetings, or 
from cooperation occurring outside the institu-
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tional framework of the European Communities, 
such as that following the Schengen treaties, were 
gradually incorporated into the EU. The informal 
and intergovernmental origins of these practices 
continued to shape European security cooperation 
even after it was transferred to the EU institutional 
framework. Indeed, EU security policies have long 
been characterised by a clear primacy of executive 
powers over parliamentary deliberation and judi-
cial control5.

The second phase of European security coop-
eration began around the turn of the millennium. 
It was characterised by strategic programmes from 
the European Council, including the Tampere, 
Hague and Stockholm programmes, and culmi-
nated in 2015 with a critical communication from 
the EU Commission: the “European Agenda for 
Security” (hereafter referred to as the “Security 
Agenda”)6. During this phase, common European 
security measures predominantly focused on in-
formation exchange. This was given precedence 
over operational cooperation since security politics 
were still considered a core sovereign competence 
of individual states. By contrast, information ex-
change could more easily be presented as merely 
facilitating coordination between national agen-
cies, despite the fact that EU initiatives also played 
a significant role in intensifying national security 
measures in practice7. 

During the second phase, a series of large data-
bases were established, equipped with increasingly 
sophisticated search and analysis functions. The 
previously existing SIS was progressively equipped 
with new functionalities and flanked by the bi-
ometric database Eurodac, the Visa Information 
System (VIS) and, more recently, the decentralised 
Passenger Name Record (PNR) system. Other 
systems that have been established include the 

5. de Waele 2017; Holzhacker–Luif 2014.
6. European Commission, The European Agenda on Security, COM(2015) 185; European Council The Stockholm 

Programme - An open and secure Europe serving and protecting the citizens, 2 December 2009; European Coun-
cil, The Hague Programme: strengthening freedom, security and justice in the European Union, 2005/C 53/01; 
European Council, Tampere European Council 15 and 16 October 1999. Presidency Conclusions, 1999.

7. Orrù 2022-b, 172; Orrù 2021, p. 141.
8. Poscher 2016, p. 68; Bigo 2000, p. 171, pp. 186-188.
9. Orrù 2022-b, pp. 204-206; Orrù 2021, pp. 277-283; Bellanova–de Goede 2020. Specifically on the relation-

ship between the values of security, freedom and justice see Orrù 2022-a.
10. Bellanova–de Goede 2020. See also literature on algorithmic regulation, on which the concept of algorithmic 

security builds: Ulbricht 2018; Yeung 2018.

Entry/Exit System (EES) and European Travel 
Information and Authorisation System (ETIAS), 
expected to become operational in 2025 and 2026 
respectively. During this phase, alphanumerical 
systems such as SIS were equipped with biometric 
functions and new search functionalities. Binary 
verification logics were complemented with risk 
assessment functions and interoperability between 
the different systems became imperative.

This second phase continued until around 2020, 
marking both continuity and rupture with the first 
phase. On the one hand, the official focus contin-
ued to be on internal or civil security measures, 
as opposed to external or military security meas-
ures, although a tendency to blur this distinction 
was starting to emerge, particularly with regard 
to border controls8. On the other hand, this sec-
ond phase departed from the narrative of the first 
phase, according to which security cooperation 
within the EU was functional to maintaining the 
free internal market. In contrast, in this second 
phase, relevant national and European actors in-
creasingly viewed enforcing security within the EU 
as an end in itself that did not need to be justified 
by its contribution to the realisation of the internal 
market. This meant that security could be enforced, 
if necessary, even at the expense of the previously 
prioritised freedoms of movement9. 

In addition to continuing the trend of supra-
nationalisation that began in the first emergent 
phase of EU security policy, the second phase was 
characterised by what has been termed the “algo-
rithmisation of security”10. The aforementioned 
expansion of the EU’s large database and of in-
formation exchange was not merely a quantitative 
increment. Rather, it has brought about a qualita-
tive shift from norm-based, reactive verification 
systems used to identify individuals already known 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52015DC0185
https://data.consilium.europa.eu/doc/document/ST-17024-2009-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-17024-2009-INIT/en/pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=oj:JOC_2005_053_R_0001_01
https://www.europarl.europa.eu/summits/tam_en.htm
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to the authorities, to investigative, risk-based, and 
pre-emptive tools used to identify potential “sus-
pect” individuals who are not yet known to the 
authorities11. This new security logic, which is es-
pecially evident in the risk-based approach of the 
EU PNR directive and the upcoming ETIAS, aims 
to produce a probabilistic assessment of people’s 
future behaviour. Under this approach, individuals 
are no longer evaluated based on their adherence 
to or violation of pre-established, relatively stable 
and widely recognised rules. Instead, they are 
profiled and sorted into risk categories based on 

“mobile”, data-driven and opaque norms12. 
This risk-based, data-driven, pre-emptive 

approach to security challenges fundamental 
principles of the rule of law13 and threatens to 
undermine anti-discrimination safeguards14. 
Moreover, it is based on an altered relationship 
between facts and norms, which has significant 
consequences for how legal and political issues are 
addressed by the law. At the heart of legal systems 
based on the rule of law is the “normative force” 
of the law. This lies in regulation that explicitly 
and transparently connects legal facts with legal 
consequences, providing a clear reference for legal 
subjects to orient their behaviour15. Data-driven, 
risk-based, pre-emptive security departs from this 
model as it explicitly renounces providing legal 
subjects with clear, stable, and intelligible norms of 
conduct. This deprives them not only of effective 
redress mechanisms16, but also redefines the re-
lationship between the legal and political systems 
and their subjects in a way that discards human 
autonomy. Rather than being seen as moral agents 
who can orient their conduct based on general 
and intelligible norms, subjects are now viewed as 
trait carriers to be profiled, rated, predicted and, if 
deemed appropriate, stopped17. 

11. For a detailed analysis of this process, see Orrù 2022-b; Orrù 2021; Mitsilegas 2020; Mitsilegas 2015. 
12. Leese 2014, p. 505; Amoore 2011, p. 31.
13. Bayamlıoğlu–Leenes 2018; Hildebrandt 2018; Yeung 2018; Hildebrandt 2016.
14. Leese 2014. For the discriminatory potential of Big Data probabilistic models in general see O’Neil 2016.
15. Bayamlıoğlu–Leenes 2018, p. 305. See also Raz 1977.
16. Bayamlıoğlu–Leenes  2018, p. 309.
17. In more detail Orrù 2022-c. For a broader reflection on human agency and algorithmic “rule” see Frischmann–

Selinger 2018; Hildebrandt–Rouvroy 2011.
18. See footnote 8 above.

Finally, while the main tendencies of the first 
two phases — namely, supranationalisation and 
algorithmisation — were still unfolding, a third 
tendency began to emerge. I suggest referring to 
this tendency as “hybridisation”, as it involves an 
increasing connection between civil and military, 
internal and external security. By around the year 
2020, this tendency had become the dominant 
feature of current developments within European 
security measures. The central drivers of this pro-
cess are phenomena categorised as hybrid threats, 
such as cyberattacks, the so-called “instrumen-
talisation of migration” at European borders, and 
disinformation campaigns. As these threats blur 
the traditional line between the military and civil 
domains — so the main argument justifying this 
development in European security — they require 
an equally “hybrid” response. This third phase, its 
key concepts, dynamics, and challenges are the 
subject of the following sections. 

3. The current process of hybridisation 
of European Security

As mentioned above, the convergence of internal 
and external security dimensions is not a new phe-
nomenon, nor did it emerge abruptly. This trend 
has been observed by scholars since the beginning 
of the new millennium18 and, as we will shortly 
see, has intensified since 2016. However, it seems 
reasonable to suggest that, since around 2020, this 
trend has been the driving force behind the most 
significant current developments in the field of EU 
security.

3.1. Key concepts: Security Union, collective 
security and hybrid threats

The strengthening of this tendency is reflected in 
EU strategic documents through the emergence 
of three key concepts: “Security Union”, “collective 
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security” and “hybrid threats”. “Security Union” 
refers to the EU’s responsibility to guarantee a high 
level of security throughout its Member States’ ter-
ritory. This term is not mentioned in EU primary 
law, but first appeared in an EU official document 
in the form of a communication issued by the 
European Commission (EC) in 2016, containing 
guidelines for implementing the 2015 Security 
Agenda19. As noted above, the latter document 
marked the culmination of the second phase of 
European security policy. Despite its being formal-
ly a mere “specification” of the previous document, 
the 2016 Commission’s Communication actual-
ly initiated a transformation process. Although 

“AFSJ” is still the official term — and the one set 
out in EU primary law — to define the policy area 
of cooperation in security matters, it has been 
completely replaced by the 2016 newly introduced 
expression “Security Union” in EU strategic docu-
ments over time. A 2020 EC Communication on 
the EU Security Union Strategy (hereafter referred 
to as the “Security Union Strategy”) is emblematic 
of this substitution process. This document only 
uses the expression “Security Union” and never 
mentions the AFSJ, thus formally reflecting the 
prioritisation of security over the values of freedom 
and justice that the term “AFSJ” encompassed20. 

A key idea behind the concept of a “Security 
Union” is the need to move away from a purely 
cooperative approach and towards one that aims 
to protect “the collective security of the Union as 
a whole”21. Conceptualising the EU as a collective 

19. The expression “Security Union” was actually used once before 2016 in official ECC/EU documents, namely in 
the minutes of a 1991 European Parliament sitting (European Parliament, Minutes of the Sitting of Monday, 10 
June 1991, Official Journal of the European Communities, vol. 34, 1991, p. 23). Against the backdrop of the First 
Gulf War, the text calls for the arms sector to become part of the common European market within the context 
of a “Security Union”. Therefore, the expression had a different meaning in 1991 than it did in 2016. While the 
former referred to the “communitarisation” of armaments production, the latter designated the objective of a 
stronger EU policy in the field of internal and civil security.

20. European Commission, The EU Security Union Strategy, COM(2020) 605.
21. European Commission, Delivering on the European Agenda on Security to fight against terrorism and pave the 

way towards an effective and genuine Security Union, COM(2016) 230, p. 2.
22. On the EU as a collective security actor see Kaunert–Léonard 2023; Lucarelli–Sperling–Webber 2020; 

Sperling–Webber 2017.
23. European Commission, The EU Security Union Strategy, COM(2020) 605, p. 2.
24. Giannopoulos–Smith–Theocharidou 2021, p. 2.
25. European Commission, The EU Security Union Strategy, COM(2020) 605, p. 1; European Commission and 

High Representative of the Union for Foreign Affairs and Security Policy, Joint Framework on Countering Hy-
brid Threats. A European Union Response, JOIN(2016) 18, p. 2.

security space and actor marks a departure from 
intergovernmental approaches. According to this 
new framing, security in the EU requires cen-
tralised powers for EU institutions and agencies, 
rather than being a matter for the cooperation of its 
Member States22. This represents a significant shift 
for a policy area that has traditionally formed the 
core of state sovereignty. This shift is all the more 
significant when considered alongside the call for 
convergence of internal and external, civil and 
military security. Indeed, the 2020 Security Union 
Strategy encourages EU institutions to cooperate 
closely with military organisations, including 
NATO, and adopt a “whole-of-society approach”23, 
connecting the civil, military and political spheres 
closely with each other24. 

The keystone of this reframing of EU security 
and the core justification for its collectivisation is 
the concept of “hybrid threats”. A hybrid threat, ac-
cording to the European Commission’s definition, 
consists of a “mixture of coercive and subversive ac-
tivity, conventional and unconventional methods 
[…], which can be used in a coordinate manner by 
state or non-state actors”25. By definition, hybrid 
threats blur the distinction between the internal 
and external, civil and military spheres. It is this 
indistinctness that provides the justification for 

“hybrid” responses: in order to effectively counter-
act hybrid threats, the argument goes, responses 
must be able to draw on and connect resources 
from both the internal and external, civil and mil-
itary domains.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:C:1991:158:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:C:1991:158:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0605
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2016:230:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0605
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0605
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52016JC0018
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The following recent statement from the 
President of the European Commission exemplary 
summarises the interplay of these concepts and 
their mutual reinforcement in current EU politics: 

Extraordinary times call for extraordinary 
measures. […] To deal with the challeng-
ing way ahead, we need to switch into a 
preparedness mind-set. […] From external 
and internal security to energy, defence and 
research. From cyber, to trade, to foreign 
interference. Only if we have a clear and in-
depth understanding of the threats, including 
hybrid threats, can we effectively contribute 
to collective security26.

3.2. Two exemplary hybrid threats: the 
“instrumentalisation of migration” 
and disinformation campaigns

In recent strategic documents, the EC has fleshed 
out the notion of hybrid threats in more detail. 
These include, for example, the “instrumental-
isation of migrants” at the EU’s external borders, 
the misuse of artificial intelligence for cyberat-
tacks and information manipulation, and attacks 
on critical infrastructure27. The Council of the 
EU has also concerned itself with hybrid threats, 
launching the EU Hybrid Toolbox and a plan to 
establish Hybrid Rapid Response Teams in 2022. 
The Toolbox is intended to facilitate coordinated 
responses to hybrid threats, potentially involving 

“the full mobilisation of all relevant civilian and 
military instruments where appropriate, drawing 
from external and internal policies”28, whereas 
the Hybrid Rapid Response Teams are designed 
to support and coordinate efforts among Member 
States.

26. Speech by Ursula von den Leyen of 9 March 2025, as quoted in Sason–Monti–Olivares-Martinez 2025, 
emphasis added.

27. European Commission, ProtectEU: a European Internal Security Strategy, COM(2025) 148, p. 11; European Com-
mission, Seventh Progress Report on the implementation of the EU Security Union Strategy, COM(2024) 198, p. 1.

28. Council of the EU, A Strategic Compass for Security and Defence - For a European Union that protects its citizens, 
values and interests and contributes to international peace and security, 21 March 2022, p. 22.

29. den Boer 2008; Bigo 2002.
30. Regulation (EC) No 2007/2004 of 26 October 2004 establishing a European Agency for the Management of Op-

erational Cooperation at the External Borders of the Member States of the European Union (no longer in force).
31. Léonard 2010, p. 243.
32. Ellebrecht 2020, p. 145.

Beyond establishing these overarching, albeit 
still quite generic, measures, a series of actions 
have been taken at EU level to address specific 

“hybrid threats”. The following focuses on two par-
adigmatic phenomena that have been categorised 
as hybrid threats, triggering different institutional 
dynamics within the EU: the “instrumentalisation 
of migration” and disinformation campaigns. The 
former has been used to describe the strategic 
opening of Turkey’s and Belarus’ borders to the 
EU in 2020 and 2021, respectively. This has giv-
en new impetus to the long-term securitisation 
of migration29 within the EU and the expansion 
and strengthening of the EU’s primary migration 
policy actor, Frontex. By contrast, reactions to 
disinformation campaigns have so far resulted 
in relatively fragmented actions that have not yet 
been translated into the operational strengthening 
of institutions and agencies comparable to that 
concerning Frontex. However, as we will see below, 
there is a clear convergence between the civil and 
military domains in this field as well, particularly 
with regard to the competencies of another EU 
agency: the EEAS.

Beginning with the first phenomenon, fram-
ing migration as a “hybrid threat” has intensified 
existing dynamics that have long characterised 
Frontex’s development. Established in 2004 by 
Council Regulation30, the EU Agency since its 
early days exhibited some military-like structures, 
such as the Frontex Situation Centre, a real-time 
monitoring centre operational since 200931. 
Furthermore, from the time of its creation, Frontex 
has been one of the EU agencies that has grown 
most rapidly and massively, expanding significant-
ly in terms of equipment, budget and personnel. 
Initially presenting itself as a mere facilitator of 
cooperation between Member States32, Frontex 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52025DC0148
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52024DC0198
https://data.consilium.europa.eu/doc/document/ST-7371-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-7371-2022-INIT/en/pdf
https://eur-lex.europa.eu/eli/reg/2004/2007/oj/eng
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has evolved into an agency with a high degree of 
autonomy in relation to EU institutions, acting as 
a controller of Member States’ capacity to enforce 
border control33. The “migration crises” of 2005–
2006 and 2015–2016 were crucial in facilitating 
this rise. Since 2016, the tendency towards milita-
risation has been explicitly sustained through the 
formalisation of cooperation between Frontex and 
NATO34.

The framing of Turkey’s and Belarus’ respective 
strategic opening of their borders to the EU in 
2020 and 2021 as “hybrid threats” intersected with 
and further boosted this process of militarisation. 
Indeed, between 2021 and 2022, Frontex’s Rapid 
Border Intervention Teams (RABITs) contributed 
to the militarisation of the Turkish and Belarusian 
borders with the EU by deploying border guards 
and technical tools to support operations. 
Following Russia’s invasion of Ukraine in 2022, 
moreover, Frontex participated in rapid response 
and surveillance operations on the Ukrainian bor-
der, taking on responsibilities akin to those of a 
military operation35.

These developments have led the EU migration 
policies to move towards the extreme pole of the se-
curitisation continuum, characterised by “survival, 
existential threat, and militarisation”36. Combined 
with other unique Frontex features, such as units 
with direct operational capabilities (the afore-
mentioned RABITs) and staff directly employed 
by the agency (rather than Member States), this 
makes Frontex probably the EU agency with the 
highest level of supranationalisation of operational 
capabilities. Furthermore, beyond its operational 
capacities at European borders, Frontex is respon-
sible for running the border surveillance system 
EUROSUR and, once operational, the ETIAS da-
tabase.

33. Sarantaki 2023, pp. 28-34.
34. Léonard–Kaunert 2022, p. 1425.
35. Sarantaki 2023, pp. 163-166.
36. Léonard–Kaunert 2022, 1417.
37. European Commission 2018.
38. Casero-Ripollés–Tuñón–Bouza-García 2023.
39. See European External Action Service, Information Integrity and Countering Foreign Information Manipulation 

& Interference (FIMI).
40. Casero-Ripollés–Tuñón–Bouza-García 2023, p. 7.

The second prototypical “hybrid threat”, disin-
formation, has been tackled by EU institutions in 
various, and partly contradictory, ways. Firstly, the 
EU has recommended actions aimed at fostering 
transparency and pluralism in the media, as well as 
promoting media literacy37. Secondly, a co-regula-
tion approach has been adopted, culminating in the 
Digital Services Act. This obliges the leading digital 
platforms to counter and remove “illegal content”, 
thereby imposing duties on private commercial 
actors to counter disinformation. Thirdly, the EU 
has adopted a securitisation approach, resulting 
in EU actions converging around the EEAS (the 
EU agency coordinating the common foreign and 
security policy)38. Since 2015, the EEAS has been 
responsible for addressing “Foreign Information 
Manipulation and Interference” (FIMI), with 
a particular focus on Russian disinformation. 
Several subgroups have been set up within the 
EEAS to tackle disinformation, including the “East 
StratCom” team and the EU Hybrid Fusion Cell39.

The names of these committees and groups 
clearly reflect a geopolitical security terminology 
and thinking. The choice of the EEAS as the main 
actor entrusted with countering disinformation 
is symptomatic of the securitisation and hybridi-
sation processes occurring40. Indeed, the EEAS is 
the nucleus of the still embryonic military cooper-
ation within the EU, running the few existing joint 
military operations at the EU level. These include 
the European Union Naval Force (EUNAVFOR) 
Operation Atalanta in the Horn of Africa and the 
Western Indian Ocean, as well as the EUNAVFOR 
Aspides Operation in the Red Sea and the Gulf 
of Aden, which were initiated in 2008 and 2024, 
respectively. It is not obvious why the EEAS was 
chosen as the main actor to deal with disinforma-
tion: even within the common security policy area, 
other EU institutions within DG Home or DG 

https://www.eeas.europa.eu/eeas/information-integrity-and-countering-foreign-information-manipulation-interference-fimi_en
https://www.eeas.europa.eu/eeas/information-integrity-and-countering-foreign-information-manipulation-interference-fimi_en
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Justice, for instance, could have provided closer 
links to EU actors who have long experience of 
dealing with disinformation, such as journalists, 
fact-checkers and media activists41.

The EU’s approach to disinformation has thus 
been characterised by a twofold process of securi-
tisation. It has first been framed as a security issue, 
and secondly, within the securitisation spectrum 
and specifically through its classification as a hy-
brid threat, it has been allocated to the domain of 
external and military security. In this context, it 
is important to note that disinformation emerged 
in Europe as a politically preeminent issue ahead 
of the 2019 European elections and again during 
the 2020-21 COVID-19 pandemic. In both cases, 
as reflected in the High-Level Group’s 2018 report 
on fake news and disinformation online, disinfor-
mation was not primarily considered a security 
issue. Indeed, the Group’s 2018 report emphasises 
the need for measures to enhance the transparency 
of online news, promote media literacy, support 
users and journalists, and protect media plural-
ism — all of which have very little connection to 
security policy42. 

3.3. The parallel processes of securitisation 
and hybridisation in the fields of 
migration and disinformation 

We can now draw an interim conclusion from 
the above analysis of the two prototypical hybrid 
threat phenomena. In both cases, two tendencies 
have subsequently developed in each field, run-
ning in parallel.

Firstly, the relevant phenomena have been 
categorised as a security issue. This is the classic 
securitising process that has long been observed 
and analysed in the field of migration, but has only 
recently emerged in connection with disinforma-
tion43. For both phenomena, this framing in terms 
of security issues is the result of actions taken by rel-
evant political actors, rather than being something 
inherent to the phenomena themselves. During 

41. Ivi, p. 6.
42. European Commission 2018.
43. On securitisation in general, see Buzan–Wæver 2003, p. 71. On the securitisation of migration see exemplarily 

Léonard–Kaunert 2022; den Boer 2008; Bigo 2002. On the securitisation of disinformation Casero-
Ripollés–Tuñón–Bouza-García 2023.

44. For an overview of newly introduced criminal provisions against disinformation and related acts such as deep-
fakes in EU States see Bleyer-Simon–Horowitz–Botan et al. 2025.

the post-Second World War economic growth in 
some European countries, for example, human 
mobility and immigration were mostly considered 
in economic terms, as a needed workforce to sus-
tain the growing economy. As we have just seen, 
similarly, disinformation was initially considered a 
matter potentially affecting democratic processes 
and public health policies. Securitisation processes 
have progressively strained these earlier under-
standings. For example, migrants have increasingly 
been depicted as “criminals”, resulting in a series of 
connected discourses and policies that have shaped 
several European states’ approaches to migration 
for decades. In the case of disinformation, the ini-
tial securitisation has occurred more recently and 
at a less visible level, for example through legisla-
tion that criminalises the spread of disinformation 
within national states44.

The second tendency, which has stepped in on 
top of, or in connection with, the first securitisa-
tion step, is specifically brought about by framing 
the phenomena as “hybrid threats”. This second 
step moves issues along the securitisation spec-
trum towards militarisation and has prompted the 
current process of hybridisation of security within 
EU policy, namely the convergence of civil and 
military, internal and external security. While the 
two steps are clearly separated in the case of migra-
tion, with an initial long period of securitisation 
followed more recently by a “hybridisation” phase, 
in the case of disinformation the two processes 
occurred almost simultaneously. In both cases, 
this second step has involved closer interlinking of 
internal and external, civil and military domains 
in EU policy – in short, a “hybridisation” of EU 
security.

4. Implications for the rule of 
law and democracy

Overall, the above developments, which integrate 
an ongoing securitisation process with the hy-
bridisation of internal and external security, put 
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considerable pressure on the rule of law and basic 
democratic principles. Securitisation itself tends 
towards exceptionalism, namely the lowering of 
power-restricting mechanisms under the guise of a 
state of emergency. The process of hybridisation adds 
further intensity to this trend. The opening of von 
der Leyen’s aforementioned speech (“Extraordinary 
times call for extraordinary measures”) is a particu-
larly effective example of this justification strategy.

The dynamics at work within the two fields of ac-
tion addressing the two prototypical hybrid threats 
illustrate the mechanisms at play. Both Frontex and 
the European External Action Service are decen-
tralised EU agencies which, by virtue of this, already 
enjoy a great margin of autonomy from EU institu-
tional control. Within Frontex’s Management Board, 
for example, the Commission has only two repre-
sentatives who can easily be outvoted by the national 
representatives, while the EU Parliament represent-
atives have no voting rights. In principle, the Court 
of Justice of the EU (CJEU) would have jurisdiction 
over Frontex’s actions, but it has so far systemati-
cally avoided its responsibility by highlighting the 
Agency’s “mere coordinating” function45. However, 
as we have seen above, Frontex has gained con-
siderable operative power over time, making the 
CJEU’s stance increasingly untenable. Furthermore, 
Frontex has been tasked with running the ETIAS, 
the latest European database, which is expected to 
become operational in 2026. ETIAS will be based 
on travellers’ risk assessment, a pre-emptive security 
approach which, as we have seen, is fundamentally 
at odds with the rule of law46. This makes it more 
urgent than ever to impose stronger accountability, 
democratic scrutiny, and effective judicial control 
over the agency. Against this backgorund, framing 
and addressing migration as a hybrid threat is more 
likely to hinder than facilitate this desirable develop-
ment. Moreover, the problem, although exacerbated 
by the existing lack of controls over Frontex, is not 
confined to this agency. National states are also in-
creasingly framing migration as a hybrid attack to 
justify the infringement of basic human rights47.

Whilst the framing of migration as a hybrid 
threat primarily poses problems in terms of the rule 

45. De Coninck 2023.
46. Specifically on Frontex and ETIAS see Thönnes–Vavoula 2023; Eklund 2022.
47. Bücker–Möller 2025.
48. Arendt 1964/2013, pp. 23-27.

of law, dealing with disinformation as a hybrid threat 
especially puts pressure on democratic principles. 
Paradoxically, the main cause for concern regarding 
disinformation is its potential to disrupt democrat-
ic processes and discourses. However, classifying 
disinformation as a hybrid threat could undermine 
the very principles that should be safeguarded. As 
Hannah Arendt insightfully argued, claims to abso-
lute “truth” and validity are contrary to the essence 
of political discourse. The political sphere thrives 
on debate, discussion and the exchange of opinions. 
On the other hand, Arendt also observed that all 
very different opinions must have a place in political 
discourse and are legitimate as long as they respect 
the integrity of the facts to which they refer48. As 
Arendt reminds us, protecting the democratic 
sphere by ensuring participation in public discourse 
and the exchange of diverse opinions, while anchor-
ing these in the integrity of facts, is an arduous task 
requiring a nuanced approach in which criticism, 
openness, and diversity of opinion are essential. 
Exceptionalism and existential threats, on the other 
hand, are the most effective ways to silence criticism 
and differing opinions. Therefore, it is highly un-
likely that democracy can be best defended under 
the banner of fighting “hybrid threats”.

5. Conclusion

This article examined the increasing tendency 
within the EU to categorise issues as “hybrid 
threats” and investigated the impact of this on 
security understanding and practices. It analysed 
the cases of migration and disinformation in 
particular. Once these phenomena had been “se-
curitised”, meaning they were declared and dealt 
with as security problems, the hybridisation of 
security shifted EU measures in this area towards 
the “existential threat” extreme by interlacing the 
civil/internal and military/external spheres. These 
developments exacerbate the existing problems 
of lack of accountability and democratic control 
within the EU, making the need to strengthen 
power-restricting mechanisms and democratic 
participation more urgent than ever. 
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